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1 Introduction

This deployment guide provides an overview of configuring the APV/VAPV application delivery
controller for Blackboard applications.

Blackboard is a leading virtual learning environment and course management

system developed by Blackboard Inc. It is widely used as a learning tool among K-12, colleges
and universities, and is also used in large institutions and businesses. It is Web-based server
software that features course management, a customizable open architecture, and a scalable
design that allows integration with student information systems and authentication protocols.

Array Networks’ APV Series application delivery controllers provide Layer 7 application load
balancing, SSL offloading, Web security, Web compression and caching, header insertion and
extensive usage reporting capabilities that are needed to keep applications running in their
power band, even during heavy workload periods such as the beginning of a semester and
enrollment process .


https://en.wikipedia.org/wiki/Virtual_learning_environment
https://en.wikipedia.org/wiki/Course_management_system
https://en.wikipedia.org/wiki/Course_management_system
https://en.wikipedia.org/wiki/Course_management_system
https://en.wikipedia.org/wiki/Blackboard_Inc.

2 Prerequisites and Assumptions

Blackboard

This document is written with the assumption that you are familiar with the Blackboard solution.
For more information on planning and deploying the Blackboard solution, please reference the
appropriate document at library.blackboard.com

Array Networks APV Series

The APV/VAPV appliance must be running version ArrayOS TM 8.x or later. For more
information on deploying the APV/VAPV appliance please refer to the ArrayOS TM Web Ul
Guide which is included in the product Web User interface or at the Array Support Portal
website. We assume that the APV appliance is already installed in the network with
Management IP, interface IP, VLANs and default gateway configured.



http://library.blackboard.com/ref/df5b20ed-ce8d-4428-a595-a0091b23dda3/index_Left.htm
https://www.arraynetworks.com/
https://www.arraynetworks.com/

3 APV Application Delivery Controller (ADC) Benefits

The Array Networks APV Series application delivery controller delivers all required application
delivery functions for optimizing application delivery for Blackboard enterprise environments,
such as Layer 3 to Layer 7 server load balancing, high availability, SSL acceleration and
offloading, DDoS protection, TCP connection multiplexing and failover - all in a single, easy-to-
manage appliance.

Availability & Scalability

The APV’s server load balancing capability ensures maximum uptimes and load distribution to
scale Blackboard environments to meet capacity and performance needs.

SSL Offloading and SSL Security

The APV Series offers industry-leading performance and lowest cost per SSL TPS for 2048-bit
SSL, along with advanced client certificate handling for secure application support and easy
application integration. SSL acceleration reduces the number of servers required for secure
applications, improves server efficiency and dramatically improves application performance.
Offloading compute-intensive key exchange and bulk encryption, and delivering industry-leading
client-certificate performance, SSL acceleration/offloading is ideal for scaling business-critical
applications such as Blackboard that require high-volume secure connectivity.

Network and Server Protection

The APV appliance can protect Blackboard services from malicious network and server attacks
like DDoS attacks, SYN floods, TCP port scans, UDP floods and UDP port scans, etc. The
advanced rate limiting options can rate limit connections per user and advanced HTTP profiles
can limit http commands and parameters for Web applications.

Site Resilience

The APV'’s server load balancing directs traffic away from failed servers and intelligently
distributes services between servers based on capacity, load and response times for maximum
performance and availability.

TCP Connection Multiplexing

The APV appliance multiplexes several client TCP connections into fewer connections for HTTP
based services. The APV appliance also reuses existing server connections.

Cache offload

The APV appliance serves frequently requested content from cache for increased performance,
helping scale capacity for Web-based services.



4 Configuration Scenarios
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4.1 Deployment Considerations

Array Networks’ APV/VAPV provides three scenarios typically used in Blackboard deployments.
Following are the three most common high-level TLS configurations:

HTTPS/TLS Offloading is where the Load Balancer communicates with the client using
TLS but decrypts the sessions and communicates with the Blackboard application
servers using HTTP. (For Blackboard Learn 9.1 April 2014 and later, TLS offloading is
not optional. Full TLS is enabled by default. Hence this is not the recommended option
for 9.1+ versions )

HTTPS/TLS Re-encryption is where the Load Balancer communicates with the client
using TLS (HTTPS), decrypts the sessions so that it can read the payload (cookies etc.),
and then re-encrypts the session and communicates with the Blackboard application
servers using TLS (HTTPS). This setup is most recommended to provide session-based
load balancing and to inspect the traffic for security rules. Wildcard or SNI-based
certificates can make the SSL termination feature very easy and cost-effective with a full
Layer 7 protection stack and logging of all user requests.

HTTPS/TLS Pass-through is where the Load Balancer communicates with the client
using TLS (HTTPS) but does not decrypt the TLS session at all and just passes the



session on to the Blackboard application servers. Because the Load Balancer cannot
read the payload, it has no access to cookies; it can only persist sessions to the
application servers using IP-based persistence. This setup may not work well for
requests coming from mega proxy or Web proxy systems. This is the only solution
possible when the load balancer does not have access to the SSL key for importing into
the APV for SSL decryption and re-encryption.

4.2 Configure the APV/VAPV Device with HTTPS/TLS Offloading for
Blackboard

This scenario is a basic Blackboard server deployment which places the APV/VAPV in the
middle between users and Blackboard Web servers.

o> =E
v. — HTTPS— -y

Blackboard Web Servers

Application Users

. Virtual Service Real Service
Application/ Health

Service Check
Protocol Port Protocol Port

Blackboard HTTPS 443 HTTP 80 HTTP

4.3 Configure the APV/VAPV Device with HTTPS/TLS Re-encryption for
Blackboard

In this scenario, the APV/VAPYV system is a reverse proxy. The system is placed in the network
between the clients and the servers. It provides secured, scalable, and highly available server
offload and is completely transparent to the application users

. Virtual Service Real Service
Application/ Health

Service Check
Protocol Port Protocol Port

Blackboard HTTPS 443 HTTPS 443 HTTPS




4.4 Configure the APV/VAPV Device with HTTPS/TLS Pass-through for
Blackboard

In this scenario, the APV/VAPV system is a reverse proxy. The system is placed in the network
between the clients and the servers. It provides secure, scalable, and highly available TCP
offloading with IP-based access to the Application Users.

o® | = E
v&‘ —TCP—— b1 =) rep

Application Users Blackboard Web Servers

. Virtual Service Real Service
Application/ Health

Service Check

Protocol Port Protocol Port

Blackboard TCP 443 TCP 443 HTTPS




5 Configuring APV/VAPYV for Blackboard Services

5.1 Configuring APV/VAPV for Blackboard Users

This section assumes that Blackboard servers are running HTTPS-based Web services for their
applications which is scenario 4.3 in the above discussion.

5.1.1 Create a Blackboard Health Check

Make certain you are in Config mode and have selected the feature Real Services from
the sidebar. The configuration window will display two tabs, Real Services and Health
Check Setting.

For a better application service Health Check, a simple HTTP content health check can
be better than a TCP/ICMP health check for service availability:

Array Username: array

NETWORKS : Hostname:

Mode: Enable
Home Real Services ]f(Health Check Setting]

EM CONFIGURATIC SLBE REAL SERVICES CONFIGURATION
General Settings
Basic Metworking | Real Service Mame | Real Service Typ
Advanced Networking
MNAT

High Availability
Access Control
Monitoring

Real Services

Virtual Services
Checl Lists
Groups
Application Setting
Monitoring

Caching Prowy

1. Click on the “Health Check Setting” tab, a new window will display.

2. Input Request String (without quotes) "GET /webapps/portal/healthCheck
HTTP/1.0 \r\n\r\n" [see figure below].

3. In our example we need to input “GET webapps/portal/healthCheck
HTTP/1.0\r\n\r\n“ in the Existing Requests field

4. Input “200 OK” in Response String
5. Finish the Health Check Setting by clicking “SAVE CHANGES”



Real Services Health Check W[ Database Server Health Check Setting ][ Health Check Statistics ] RESET | SAVE CHANGES

HEALTH CHECK SETTING E—
Enable Health Check: [«

Health Check Interval(seconds): (S
Server Timeout{seconds): |5
Enable Failover:
Retries Before Failover: |3
Request Index: |0 Request String: |GET /webapps/portal/healthCheck HTTR/1.0 E B
Existing Requests: |0 GET /webapps/portal/healthc ¥ Delete Clear
Response Index: |0 Response String: 200 OK|
Existing Responses: |0 200 OK n v Delete Clear
Health Earlywarning: |0 (0-60000 milliseconds) Clear

Enable L25LE Route:

5.1.2 Create a Real Service

Add the Blackboard Web servers in the real server profile with the associated health
check. Add each server with its name, IP/port and protocol information as an APV SLB
Real Service using the following steps. Please ensure the server health check is up and
green (for active status) after this configuration.

1. Select the action link “Add Real Service Entry”. The configuration window will
present a new screen for SLB REAL SERVICES CONFIGURATION.

2. Enable this Service: Check Box

This check box enables or disables the Real Service. If disabled, APV will not dispatch
new traffic to the Real Service.

3. Input the Real Service Name; in our example we input “RS_BBO01” as the first Real
Service name. (No spaces are allowed for names)

4. Select HTTPS as the Real Service Type.
5. Input the Blackboard Web Server IP “10.1.1.72” and 443 as the Real Service Port.
6. Connection Limit: 1000

This sets the maximum connections to the real service. This setting helps with
application stability without overloading the server or application. Increase the number if
the server is capable of handling greater loads.

7. Max Connections Per Second — leave as default 0. If the Real Server application has
a performance issue, the APV’s SLB capability allows connection rate limiting to the
backend service.

8. Select HTTPS as the Health Check Type.
9. Select “GET /webapps/portal/healthCheck HTTP/1.0 \r\n\r\n” as the Request Index.
10. Select Request Index 0, which has “200 OK” as the Response Index.

We expect the Blackboard server to return an HTTP status code 200, and an
unsuccessful response would usually be 4xx or 5xx for the HTTP status code.



Re rvices f Health Check Setting ]f Database Server Health Check Setting ][ Health Check Statistics ]

ADD REAL SERVICE ENTRY .
REAL SERVICE SETUP [Enable this Service: |v|]

Real Service Name: |RS_BBO1

Real Service Type: | HTTPS T n
Real Service IP: [10.1.1.72 B
Real Service Port: |443 B
Connection Limit: |1000
Max Connections Per Second: |0 B
HEALTH CHECK SETUP
Health Check Type: | https "g
Health Up Limit: |3 Health Dowmut: 3 m
Request Index: | 0 GET /prx/000/http/lc Response Index: | 0 200 OK r

1. Depending how many Blackboard Web servers there are in your environment, you
can click “Save and add another” real service (i.e. another Blackboard Web Server)
using the same procedure. You can see the real service status when you have
finished creating Real Services.

Real Services “ Health Check Setting ][ Database Server Health Check Setting ][ Health Check Statistics ]

SLB REAL SERVICES CONFIGURATION

| Real Senvice Name | Real Service Type Real Service IP | Real Senvice Port | Real Senvice Status
1 |Rrs BB hittps 101172 443 @]
2 |Rs_BB03 https 10.1.1.74 443 7]

5.1.3 Create a Service Group

Make certain you are in Config mode and select “Groups”. The configuration window will
display two tabs, Groups and Groups Setting. Select the group policy Insert Cookie
with the appropriate server priority and weight. Assuming both the servers have the
same weight and priority, the APV will have the configuration below.

1. Add Group Name “BB_Server_group” as below.

2. The Group Method is Insert Cookie which will insert a server-specific cookie per
session for tracking sessions and persistency for users

3. The cookie name could be anything to denote the cookie header that will be inserted
by APV device which exists only between the browser and the load balancer. Here
the sample cookie name is BB

4. Select Least Connection as First Choice
5. Path Flag is 1 (indicates the same as the full domain)

6. Threshold Granularity is default 10; 4 is a good value for Blackboard services to
ensure a similar load for all servers in the group

The Insert Cookie Group Method sets a cookie name=Real Service Name to allow
tracking of user persistency on each server. The cookie is only used between the user
and the load balancer, and is not passed to the server. Insert Cookie as the Group
Method, with Least Connections as the First Choice, is the preferred option for load
balancing traffic between different Blackboard services.

10



Mode: Enable (& Config

Home Groups ]f Groups Setting ]f Groups IP Pool ][ Groups Health (heck] n_
= ADD GROUP Add

General Settings . §

Crontab Group Name: |BB_Server_group| |

Basic Netwarking Group Method: | Insert Cookie r

Advanced MNetworking X

NAT Cookie Name: BB B

High Availability First Choice: | Least Connections v n

Access Control

Monitoring Bethilizogy 1

Threshold Granularity: |4 ﬂ

Click ‘Add’ at the top right of the screen to add your new Group. The following screen will
appear. Double click the Group.

GROUPS LIST

Group Name Group Method | Enabled
1 BB_Server_group ic d

Enter the details for the secure cookie parameters for domain, path, secure and HTTP-
only cookie.

Add the servers as Group Members with the appropriate priority and weight attached to
each server.

Groups || Groups Setting || Groups IP Pool |[ Groups Health Check |

GROUP INFORMATION Cancel | Save
Group Name: [BB_Server_group Group Method: | Insert Cookie v
Cookie Name: BB

Path Flag:

First Choice: | Least Connections v
Threshold Granularity: 4

Keep group member configuration only:

* Note: Change group parameter may not success because of the compatibility among real service type, group method, policy and virtual service,
For example:
Group member and group method is not compatible: A group with TCP member can not change method from Round Robin to Insert Cookie.
Group method and virtual service type is not compatible; A Hash Header method group can not associate with a FTP virtual service by any policy.
Group method and policy is not compatible: A group with insert cookie method can not associate with virtual service by policies except default and insert cookie.

GROUP SETTINGS

Set | Clear
Humber of Active Real Servers: |0 (1-65535)
Persistence Timeout: Minutes (0-50000)
DIAMETER SERVER TIMEOUT SETTING Set | Clear
Timeout (ms):
MAX Timeout Times: |0
COOKIE SETTINGS Set | Clear
Expire: [0 [Pays [0 Hours [0 [Minutes
Domain: |Blackboardsite.com
path; |/ .
Secure: |yes v Hitponly: [ yes v u
GROUP MEMBERS ﬂ.&\dd | Delete | Save
| Real Service name Weight | priority Active | Reason |
1 |Rs_EB01 1 0 YES ﬂ

2| rs_Be03 1 0 YES E

5.1.4 Create a Virtual Service

The next step is to create an APV SLB Virtual Service for clients to access these
services. On the APV appliance, a Virtual Service is defined by a Virtual IP/Port and the
protocol. External client requests will be terminated on it, and the APV appliance will
load balance the requests to different Real Services.

In Config mode, navigate to Virtual Services.

1. Enter “vs_bb” for the Virtual Service Name. Use the check box to enable the virtual
service. Select the virtual service type HTTPS from the selector. Set the virtual

11



service IP “10.1.1.73” and port 443. Use the check box to enable ARP. Set the
maximum number of open connections per virtual service. “0” means no limitation.
Then click “Add” to add the APV SLB Virtual Service.

Depending on which type of virtual service is specified, certain parameter fields will

appear, change or disappear. Click on the desired action link to add the virtual service.

Once a virtual service has been added, it will be displayed within the table. Select a

virtual service in the table and double click on it or click on the action link “Edit” A new

configuration window will present a new series of tabs for completing the virtual service
configuration. Select Add to save the virtual service.

Mode: Enable (s Config

Home

General Settings
Crontab

Basic Metworking
Advanced Networking
NAT

High Availability
Access Control
Monitoring

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitoring

Virt

ervices ][ All Policy Statistics ][ Policy Order Templates ][ Virtual Service Global Setting ]

ADD VIRTUAL SERVICE
Virtual Service Name: |vs_bb
Virtual Service Type: | HTTPS
Virtual Service IP:
Virtual Service Port: |443
Enable ARP:

Connection Limit: |0

10.1.1.75

Add

[Enable this Service: |« ﬂ

r

B8
[
(5 |

VIRTUAL SERVICE LIST

| Virtual Service Name

| Virtual Service Type

| virtual Service 1P | virtual Senice Port £

Double click the group in the group list to set up cookie-based load balancing.

2. Select the pre-created “BB_Server_group” from the group list and set “default” as
the Eligible Policies. Click the “Add” button to save this Virtual Service-SLB Group

association.

ASSOCIATE GROUPS

Wirtual Service Or Vlink: | vs_bb

Eligible Groups: | BB_Server_group

v

hi E\hle Policies: | default

| Eligible Wlink Or Groups

| Policy Name

| Eligible Policies

| virtual Sendce orviink |

1 BB_Server_group

default

ws_bb

12



Select “BB_Server_group” again to set up a cookie policy as below.

ASSOCIATE GROUPS Add
Virtual Service Or ¥link: | vs_bb B E
Eligible Groups: | BE_Server_group ¥ | Eligible Policies: | icookie v
Policy Name: |cookie-based .
Policy Precedence: .].Ell ]

Eligible Vlink Or Groups | Palicy Name | Eligible Policies | Virtual Service Or Vlink |
1 BB_Server_group default vs_bb

Note: APV SLB supports various Virtual Service Settings. See the Array Support site for
documentation if you would like use them for virtual services.

You also can monitor the real service statistics from the APV Web interface:

Status ](Virtual Service Statistics ][ Group Statistics ][ Real Service Statistics W Persistence Session Table ][ Summary ][ Repurt]

REAL SERVICE STATISTICS

Real Service Name | Real Service TP | Real Service Fort | status | Bytes In(MBytes) | Bytes Out(MBytes) | Pkts In | Phts Out
1 RS_BBO1 10.1.1.72 443 (¥ ] 19 2 14749 9164
2 RS_BBO3 10.1.1.74 443 L] Sl 8 10243 9542

5.1.5 Create SSL Virtual Hosts
In Config mode, Navigate to SSL -> Virtual Hosts, and click “Add”.

Input the Virtual Host Name (“ssl_bb” in the following example) and select the SLB
Virtual Service “vs_bb”. Then click “Save” to store the information.

i Username: array Qui tarts | Help ut

Save config | [ISEH

(= Global Settings |(Global CRL [ Virtual Hosts || Real Hosts | SSL Errors |
SSL VIRTUAL HOST Cancel | Save & Add Another | Save
General Settings
Crontab Virtual Host Name: |ss|_sp
Basic Networking SLB Virtual Service: [vs_bb v E
Advanced Networking
NAT If you can't select SLB Virtual Service, please go to Server Load Balancing->Virtus! Services page to add https/tcps/ftps virtual service first.

High Availability
Access Control
Manitoring

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitaring

Cempression
Caching Proxy.
ssL
Monitoring

Note: To assign an SSL Certificate/Private Key there are two options:
1. Import an SSL Certificate/Private Key from the backend server (external).

2. Generate a self-signed Certificate (CSR) and Private Key. Send the CSR/Certificate
to a public Certificate Authority to sign off, then import it to the APV.

13



5.1.6 Import an SSL Certificate and Key

Navigate to SSL -> Virtual Hosts -> and double click the SSL Virtual Host you just

created. Under Virtual Host CSR/Cert/Key ->Import Cert/Key tab, import the Cert/Key
either from a file or via manual import.

Mode: (- Enable

Home

General Settings
Basic Networking
Advanced Networking
NAT

High Availability
Access Control
Monitoring

SERVER LOAD BALANCE

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitaring

| rroxy
Compression

Caching Proxy

ssL

Monitoring

Link Load Balance
Global Load Balance
Monitaring

Systemn Management
Config Management
Graph
Troubleshaating
User Management

QOS CONFIGURATION
Qos.
Statistics
o i | »

5.1.7 Generate a Certificate Signing Request (CSR) and Self-signed Certificate

Corfig »

i

Select SSL Virtual Host: ssl_sp ~ [Back to top menu]

virtual Host CSR/Cert/Key || Virtual Host Settings
L h I nIi el Backup/Restore Cert/Key | Import Client Cert/Key

SSL KEY [ Using: Local File TFTP () Manual Input ) ] Import

Local File Path: No file selected.

Key Passphase:

Key Indesx: 1 =

SSL CERTIFICATE [ Using: Local File @  TFTP () Manual Input ) ] Import

Local File Path: No file selected.

Key Passphase:
Note: You should input key passphase when the format of = certificate is pfx otherwiss, keep it smpty.

Certificate Index: 1 «

Certificate Index | Imported | status | operate |
1 [ ves [ Active - [
2 N = = \
3 [he - [~ \

INTERMEDIATE CA CERTIFICATE [ Using: Local File @  TFTP ()

Local File Path: | Browse— | No file selected.

Manual Input & ] Import

TRUSTED CA CERTIFICATE [ Using: Local file @  TFTP () Manual Input () ] Import

Note: This is used for Verifying Client Certificates

Local File Path: | Browse- | No file selected.

CRL CA CERTIFICATE [ Using: Local File @  TFTP ()

Local File Path: No file selected.

Manual Input ) ] Import

©2014 Array NetWorks, Inc. All Rights reserved.

from the APV/VAPV

Navigate to SSL -> Virtual Hosts -> and double click the SSL Virtual Host you just

created.

Go to Virtual Host CSR/Cert/Key -> CSR/Key to generate a CSR and private key. Fill

in the proper information and click “Apply”.

General Settings
Basic Networking
Advanced Networking
NAT

High Availability
Access Control
Monitoring

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitoring

T
Compression

Caching Proxy

ssL

Monitoring

Link Load Balance
Global Load Balance
Monitoring

ADMIN TOOLS

System Management

n

Quick Starts | Help | Log Out

Select SSL Virtual Host: ss|_sp ~ [Back to top menu]

GENERATE A NEW CSR/KEY Apply

Key Length: 2048 w bit Generate New Key
Country (2 letter code): US
State/Province: CA
City/Locality: Cupertino
Organization: ABC Networks
Organizational Unit: HQ
Organizational Unit: 1T
Organizational Unit: Security
Don't use vhost name as Comman Name:
Common Name: *.abc.com
Administrator Email: admin@abe.com

Private Key Exportable: No ) Yes @

Private Key Password: sssessss

Confirm Private Key Password: sssessss

SSL EXPORTABLE KEY

|ND export key is found

Virtual Host CSR/Cert/Key || Virtual Host Settings
Import Cert/Key | Backup/Restore Cert/Key | Import Client Cert/Key

14



After you have clicked “Apply”, the following CSR information will be generated by APV.
You can cut and paste the CSR information and email it to a Certificate Authority to have
it sign off the certificate.

Before you receive the official SSL certificate, a self-signed SSL certificate is
automatically installed and can be used for testing.

Mode: Enable (@ Config

Home

Select SSL Virtual Host: | =sl_sp ¥ | [Back to top menu]

= EM CO GURATIO
General Settings

Basic Networking
advanced Networking
MAT

High Availability

Access Control

Monitoring

‘Wirtual Services
Check Lists
Groups
Application Setting
Monitoring

Caching Proxy
55L
Monitoring

Global Load Balance
Monitoring

System Management
Config Management
Graph
Troubleshooting
User Management

Virtual Host CSR/Cert/Key || Virtual Host Settings
Import Cert/Key | Backup/Restore Cert/Key | Import Client Cert/Key

EXISTING CSR

————— BEGIN CERTIFICATE REQUEST-----
MIICZDOCRAcACAQRAwgZIxnCzRIJBgNVEAYTAI REMOswCYDVOO I EwIUVzELMAKCAITUE
BxMCVFexCzRJBgNVEBRCTR] REMO swCQYDVOOLEwJUVZELMA KGRI UECXMCVFexCzRhJ
BgNVBAsTRLREMQEwDQYDVQQDFAZzcZxfc3hxnIDAI BgkqhkiEwlBCQEWFHFKEURR
enJheW51dHdvemt e lm514DCCAS IwDRY TEoZ ThveHAQERBQADggE PADCCAQoCggER
ANyhmRNESE11olzssVscibOMOIny7T084AgiS41245M/Eht 356 agbE5Iixbi JmkE
E2rVEcKbjalFw/LtotCoXTCz0fdnVHWD1 54ps DEMKHAXCVH+CER 8 4aW3NWHINLNF
ZRai/320J/HLOmu+jHZVKkRiMsZ spnhZ 8XCe CkU0FSQE318a0zL) IPNDLFMDE2E5L
3RNuiGppcFvEDNMW A YHZnVReNMYZFS+Hr 9aGHRI0vR] €9de TILedC/ Dk PEXdgIH
LZhAmain0sEEnlo7 3zCBnxByVOYMEIfzjgllliz+gpleewdkpIATOSpkO£3MEH L0
Lg+ZEwrMel3GIMImtwIgbHsCAWEAL2REMROCCS RS Tb3DERRGUAR IBALDWT gt
rhsVWbEQnxAEKRUcTBRIZT /FkS0LRZTEFk+fkRINGZ cdTviIx5ZUcKDBHFEEa0Gsx
Cm7YEsZ3Z28KeiMWEHEENPCICK /ulE4eVuleBnlUriI7kZleiIv3xhruYZaTEvhN Iy
hcEsuUoxI+4zrPlgZahpgRakiribe /SQBgETRIZ30kE0lgltpmDIbxElxczl2sH
FrZutwlérlME/DX75PZikFFOpIhDCqgSsrIM/BIDCEEE/ k0Lt 5BOCDredNOiZdrak
BKaFTnx(Qdm{mPsia¥KgmSdkme/ JZuFS 3 Sx+WELCCINMI BWEEh Ve XSt 8 D205hws
0kbCHnS5SmIxnR5JL

SS5L EXPORTABLE KEY

————— BEGIN RS5R PRIVE
Proc-Type: 4,ENCRYE
DEE-Info: DES-CBC,0EBZ1895E15B7325

0o2l6zH/4¥HInZ4 7535 FRFSzosgiZN420ixmsUZalDayDEzYES1qie YIVIQRES LD
Z¥0nfz¥zgURn/plnbJin0I4ZxcNHS 4ub3aF1N/ Ce5 s,/ zxKHZd2VhIZ+g+AOYONL1S
JH+BEtC50DTnawFLEWpTUDXIr+yuy+E44cJBBORKASFMLCoE jRVKVWEEExpsCECE
=BE2AMgkMv4ribkarNBfdantpf0sRdfbENT clpChunTsMEkBRg 7Ot PrafeaSlEjul
27 6LONKE/xeNzg333XyPsRh/ tlhekCib/ CZ/ASEuEZokS4XDqpCpKpR4Q0SHdk
MJIHEdTTiTEZAV34TIHvER JFvL] Lr DDNnMXNCNS LS EFWRTRKY euba+Nm/BMXYULLH
idRSCvtySEHTgI4t 0QkEeYvEL I Nh/ hT EN4VEdrb3r ThEzq¥lnallz3 fbJunkayld

reSi¥Emel{npDQUBItoCqOPlIFladmEyZ¥Uc¥iplplot5oezBIMudIPCzeVIdkrEX

The example below shows a self-signed SSL Certificate.

VIEW CERTIFICATE [ Mode:Simple @ Complete &) ]

Validity

Issuez: C=US,ST=CA,L-Milpitas,
Jul
Sep 17 05:21:33 2022 GMT

Subject: C=US,ST=CA,L=Cupertinc,0=ABC Netwozks,OU=H{,OU=IT,CU=Security, CN=*.abc.com, emaillddress=adminfabc. com

Not Before:
Not Rfter -

1 05:21:33 2014 GMT

C=RrzayNetworks Inc.,OU=APV Product,CN=www.azraynetworks.net,emailAddress=support@azraynetworks.net

5.1.8 Start SSL

To test (with a self-signed certificate) or run with a production certificate, you will need

Enable SSL. Go SSL->Virtual Hosts and double click the virtual host “ssl_bb”. Select
the “Virtual Host Settings” tab and select Enable SSL.
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e:
Home

General Settings
Basic Networking
Advanced Networking
NAT

High Availability
Access Control
Monitoring

SERVER LOAD BALANCE

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitoring

Compression
Caching Proxy
SsL

Monitoring

Link Lead Balance
Global Load Balance
Monitoring

Systern Management
Config Management
Graph
Troubleshooting
User Management

QOS CONFIGURATION
QoS
Statistics

Select SSL Virtual Host: ssl_sp - [Back to top menu]

Virtual Host CSR/Cert/Key

rtual Host Settings

SAVE CHANGES

SSL BASIC SETTINGS

Enable ss: [V,

Note: You need to generate a CSR or import & certificate and key before ensbling SSL.

VIEW CERTIF] E [ Mode:Simple @ Complete

Validity
Not Before: Jul 1 05:21:38 2014 @MT
Net After : Sep 17 05:21:38 2022 GMT

Subjecs: C=US5,ST=CR,L~Cupersine, O=ABC Networks, OU=HQ, OU=IT, OU=Security, CN=*_sbe.com, emailRddress=admin@abe.com

Tssuer: C=US,ST=CR,1=-Milpitas,CO=ArrayNetworks Inc., OU=APV DProduct,CN=www.arraynetworks. net,emailiddress=support@arraynetworks. net

VIEW INTERMEDIATE CA CERTIFICATE [ Mode: Simple @ Complete () ]

Clear

‘Interca is not present for vhost "ssl_sp"

VIEW TRUSTED CA CERTIFICATES [ Mode: Simpl

Clear

VIEW CRL CA CERTIFICATES [ Mode:Simple @ Complete

Clear

‘I‘he CAL CA is not present for vhost "ssl_sp”

VIEW CLIENT CERTIFICATE [ Made: Simple @ Complete

Clear

‘Eert:\.fz\.:a:e is not present for host "ssl_sp”

STATISTICS

Clear

SS5L Connection Statistics for "ssl_sp"
Open S5L connections c o
Rccepted SSL connections : 0O
Requested SSL connections : 0
S minutes requested rate : 0 connactions/sec

SSL Session Stavisties for "ssl_sp”

Resumed SSL sessioms  : 0
Resumsble SSL sessiocns : 0
Session Misses ]

n

The TLS policies and ciphers can be fine-tuned as below from SSL -> virtual host
setting -> advanced setting.

CIPHER SUITES
Disabled Cipher Suites
DES-CBC-SHA
EXP-RC4-MDS
EXP-DES-CBC-SHA

Cipher Suites

RC4-MDS
RC4-SHA

DES-CBC-SHA

DES-CBC3-SHA

AES128-SHA

AES256-SHA

AES128-5HA256

AES256-5HA256
ECDHE-ECDSA-AES128-SHA
ECDHE-ECDSA-AES256-SHA
ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-ECDSA-AES256-5HA384
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES128-SHA
ECDHE-RSA-AES256-5HA
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-RSA-AES256-SHA3G4
ECDHE-RSA-AES256-GCM-SHA384
EXP-RC4-MDS

EXP-DES-CBC-SHA

Enabled Cipher Suites:
RCa-MDS

RC4-SHA
DES-CBC3-SHA

>> AES128-SHA Maove Up

AES256-SHA
<= AES128-SHA256 Move Down
AES256-5HA256
ECDHE-RSA-AES128-SHA
ECDHE-RSA-AES256-SHA =

Bits
SsLv3.0

006 0000600000000 000060600606

o000 0cocloeccoooe

@
C]
@
@
C]
@
@

Protocols

TLSvi.0

oo 0/cocloeccoeoe

@
@
)
)
@
@

TLsvi.z
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5.1.9 Enable Backend/Real Host SSL Service

Add the HTTPS servers to perform the real host mapping for back-to-back SSL.

Mode: Enable

Home

« Config

Global settings |[ Global CRL || Virtual Hosts |['Real Hosts |[ SSL Errors |

SSL REAL HOST
General Settings
Crontab

Basic Networking
Advanced Networking
NAT

High Availability

Real Host Name: RS_BE_Serverd
SLB Real Service:

If you can't select SLB Real Service, please go to Server Load Balancing->Real Services page to add https/tcps real service first,

Cancel | Save & Add Another | Save

RS_BBO3 v

Access Control
Monitoring

[SERVER LOAD BALANCE

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitoring

Compression
Caching Proxy
ssL
Menitoring

Enable back-to-back SSL for the Real Host as in the screen shot below.

Mode: Enable e Config

Home

General Settings
Crontab

Basic Metworking
Advanced MNetworking
MAT

High Availability
Access Control
Manitaring

SERVER LOAD BALANCE

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitoring

Compression
Caching Proxy
SSL
Manitoring

Input the appropria

[Back to top menu]
—

Complete

Select S5L Real Host: | RS_BB_Serverli ¥

Real Host Cert/Key || Real Host Sett

S e
SSL BASIC SETTINGS
Enable S5L: |#

VIEW CERTIFICATE [ Mode: Simple »

‘Hcst "AS_BB_Serverl" does nct have an actiwve cert

STATISTICS

S5L Cennecticon Statisties for "RS_BB_Serwverl"
Open SSL connections 0
Zoccepted SSL connecticns - O
Requested SSL connections : O

a

5 minutes reguested rate connections/see

S5L Session Statistics for "RS_BB_Serverl”
Fesumed S50 sessicns
Resumzble SSL sessicns -
Sessicn Misses

[ERSIEY]

te “HTTPS” URL to access your Blackboard application server, and

make sure you can access every resource from Blackboard.
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6 Optional Configuration

6.1 HTTP Rewrite/Redirect

Users may accidentally type “http://...” (unsecured) instead of “https://...” to access the secured
Blackboard server .To make this more user friendly, the APV appliance can be configured to
auto redirect http requests to https.

6.1.1 Create another HTTP Virtual Service

Create another HTTP virtual service and point to the same IP as your HTTPS IP.

Double click the HTTP Virtual Service IP and enable “Redirect ALL HTTP Requests to
HTTPS”.

~ Array

NETWORKS

: Username: array

Hostname: AN

Mode: () Enable (& Config

Home

Select Virtual Service: | vs_bb_redirect ¥

[Back to top menu]

|_SYSTEN CONFIGURATION |
General Settings
Crontab
Basic Networking
Advanced Networking
NAT
High Availability
Access Control
Monitoring

LOAD BALANCE
Real Services
Virtual Services

Check Lists
Groups
Application Setting
Monitoring
| prOXY ]
Compression
Caching Proxy
SsL
Monitoring
Link Load Balance
GLOBAL LOAD BALANCE
General Settings
Service IP
Pool
DNS Host
Policy

Health Check
Advanced Settings
Monitaring

Virtual Service Settings | Virtual Service Statistics || URL Rewrite || URL Filter || HTTP Forwarding || TcP Option |[ ePolicy Scripts |[ HTTP Error Redirect || SNAT

RESET | SAVE CHANGES

VIRTUAL SERVICE INFOMATION
Virtual Service Name: |ys_bb_redirect
Virtual Service IPt |10.1.1.75

Virtual Service Port:

0
Enable ARP: ¥

Connection Limit: |0

* Note: Change virtual service parameter will delete all original configuration of this virtual service: policy, URL rewrite, URL filter etc.

Virtual Service Type: | HTTP v

Cancel |Save

VIRTUAL SERVICE SETTING
TCP Timeaut
Proxy Config Mode

Redirect All HTTP Requests to HTTRS:

;Full®  Aute

+ @

Enable OWA Support:

Additional HTTP Request Headers:

HTTP Client IP Headers:

Remove Port From Location Header:

Rewrite Redirections From Backend to Use HTTPS:

Enable data compression for this service:

Enable X-Forwarded-For for this service:

RegEx case mode:

Mode

Enable this Service:

Enable Cache:

v

insensitive sensitive use global mode ®
 Use System Mode @  Operate as Transparent Proxy
v

s

Enable HTTP/2:

6.2 Enable HTTP Compression

Operate as Reverse Proxy

The APV appliance can compress in-line and deliver packet dynamic/static contents over LAN
and WAN networks.
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Mode: Enable (e Config
Home

General Settings
Crontab

Basic Networking
Advanced Metworking

Compression Setting ]r Compression Type \||/ Compression Statisticsw

HTTP COMPRESSION SETTING
Enable Compression: |«
HTTP/HTTPS Virtual Service(s): | vs_bb_redirect v
COMPRESSION IS ENABLED FOR THE FOLLOWING HTTP/HTTPS VIRTUAL SERVICES

MAT

High Availability | Virtual Service |
Access Control 1 v bb

Monitoring

SERVER LOAD BALANCE

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitoring

Compression
Caching Proxy
SSL Wildcard Expression:
Monitoring

COMPRESSION URL EXCLUDE

HTTR/HTTPS Virtual Service(s): | vs_bb_redirect T

Navigate to Compression -> HTTP Compression Setting to enable the HTTP compression.

6.3 Enable RAM Caching

Through RAM caching, the APV appliance serves frequently requested contents from APV
memory cache for increased performance and to help scale the capacity of the Blackboard
server environment. In addition, a cache rule can be used to utilize client browser cache to
further accelerate content delivery and reduce server load.

i Username: array

-~ Array

NETWORKS i Hostname: AN

Mode: Enable @ Config

Home Global URL Filter || HTTP Settings || Content Rewrite || Cache Settings || DNS Cache Settings
SYSTEM CONFIGURATION Cache Settings ki

General Settings T SR I

Crontab

Basic Networking Enable Cache: |«

:iifranced Networking Maximum Cachable Object Size(KB): (512

High Availability Expiration Time(Seconds): 82800
Access Control

Monitoring

VIRTUAL SERVICE CACHE SETTINGS

Virtual Service Name | Enabled
1 |wbb VES
Real Services
Virtual Services 2 v bh rediect e
Check Lists
Groups
Application Setting
Monitoring
VIEW CACHE CONTENT
Compression Host:
Caching Proxy URL Regex:

SS5L
Monitaring

6.4 X-Forwarded-For Header

In a load balanced environment the IP address that is passed is usually the IP address of the
load balancer. To preserve the original client IP address most load balancers support the

insertion of an X-Forwarded-For header. This should be added when configuring the Load
Balancer to ensure the Web application can log the correct user IP
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Enable Global x-forwarded-for in Global Settings for the Virtual Services and enable it for the

Virtual Service itself.

Mode: () Enable (@) Config
Home

SYSTEM CONFIGURATION

General Settings
Crontab

Basic Networking
Advanced Networking
NAT

High Availability
Access Control
Monitoring

SERVER LOAD BALANCH

Real Services
Virtual Services
Check Lists
Groups
Application Setting
Monitoring

Compression
Caching Proxy
SSL
Monitoring

ADVANCED LOAD BALANCE

Link Load Balance

Virtual Services ][ All Policy Statistics ][ Policy Order Templates ] [ Virtual Service Global Setting |

SYSTEM MODE

Mode: Operate as Reverse Proxy @ Operate as Transparent Proxy () Operate as Triangle Proxy O
HTTP CLIENT HOST IP

Enable Global X-forwarded-for: @
XCLIENTCERT HEADER NAME

XClientCert Header Name: ‘X—CIient—Cert
SLB VIRTUAL HEALTH

Enable SLB Virtual Health: []
FTP PASSIVE MODE PORT RANGE

Begin port: End port:

REGEX CASE MODE

(1024 - 65535, max 1000 ports)

RegEx case mode: insensitive () sensitive @

TCP CONNECTIONS CLOSING MODE

Mode: Both Actively and Passively Closing (O Only Passively Closing (@)

COOKIE CONNECTION PERSISTENCE
Enable SIb Overload Persistence: [ |
HTTP REWRITE RESPONSE CACHE CONTROL
Cache Control: on ) off ®

Mode: () Enable (e Config
~

Home Select Virtual Service: [vs_bb V] [Back to top menu]
Virtual Service Settings |[ Virtual Service Statistics |[ URL Rewrite |[ URL Filter |[ HTTP Forwarding | TCP Option |[ ePolicy Scripts |[ HTTP Error Redirect |[ SNAT
General Settings
Crontab VIRTUAL SERVICE INFOMATION
Basic Networking Virtual Service Name: [vs_bb Virtual Service Type: [HTTPS v]
Advanced Networking . =
NAT Virtual Service IP: [10.1.1.75 ]
High Availability Virtual Service Port: |443
Access Control i
Monitoring Enable ARP: ]
Connection Limit: |0
SERVER LOAD BALANCH L 1
Real Services * Note: Change virtual service parameter will delete all original configuration of this virtual service: policy, URL rewrite, URL filter etc.
Virtual Services
Check Lists VIRTUAL SERVICE SETTING
Srouns TepTimeout: [ |
Application Setting —
Monitoring Proxy Config Mode: Full ® Auto O
[ proxr | Frtde owa sproc [
Compression Additional HTTP Request Headers: ||
2‘;‘3""" Proxy HTTP Client IP Headers: |_
Monitoring Remove Port From Location Header: [ |
ADVARCED EOAD RATANCE Rewrite Redirections From Backend to Use HTTPS: [
Link Load Balance Enable data compression for this service: M
v 1
T Enable X-Forwarded-For for this service: [ [l
General Settings RegEXx case mode: insensitive () sensitive () use global mode @
Service IP
ool Mode: Use System Mode @ Operate as Transparent Proxy ()  Operate as Reverse Proxy ()
DNS Host Enable this Service: i
policy =
Health Check Enable Cache:
Advanced Settings Enable HTTP/2: []
Monitoring g .
Add "secure” Keyword to Set-Cookie Headers for HTTPS Virtuals: [V}
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7 References

http://www.arraynetworks.com/products-application-delivery-controllers-apv-series.html

https://en-
us.help.blackboard.com/Learn/9.1 2014 04/Administrator/070 Server Management and Inteqg

rations/Performance Optimization/Load Balancing - Configuration and Best Practices
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